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Objectives. Digital platforms, artificial intelligence, and algorithmic systems increasingly shape
informational reality, while demand for verifiable information grows. The article combines
conceptual analysis with an empirical test. Its theoretical part examines the forms of digital control
over information — direct censorship, digital propaganda, information overload, and the closure of
public data and platform APIs — and proposes a common framework for describing them through
four shared parameters — actor, formal basis, visibility, and affected link. Whether these forms
share a common logic is treated here as an open question rather than an assumption, and is tested
against documented material. The empirical part determines the parameters along which active
restrictions, which add content, and passive ones, which withdraw it, differ and converge, and
which links of the citizen's informational capacity each of them affects. Method. Structured
documentary analysis of a corpus of 29 documented restriction events in Ukraine between 24
February 2022 and 5 September 2026, drawn from normative acts, monitoring reports, platform
announcements, and specialized media. The unit of analysis is a single restriction event, coded on
eight parameters; both authors coded the corpus independently, with intercoder agreement of k =
71-1.00 (M = .93). Results. Content removal does not occur as a primary type. Of the four
parameters, only two vary independently: the actor predicts the formal basis in 24 of 27 events and
visibility in 18, so basis and visibility behave largely as properties of the actor; concealed
restrictions occur only among external actors. Most restrictions affect two links at once, production
and verification. No state restriction was lifted in full. Conclusions. Active and passive restrictions
converge in form but diverge in consequence: what differs is not the technique but the actor, the
duration of the restriction, and whether a procedure for restoration exists. Artificial intelligence
emerges not as a separate mechanism but as infrastructure that scales existing ones. Verification is
affected in the great majority of cases in the corpus; data journalism, which rests on it, is vulnerable
to the very restrictions it counters. Informational sovereignty — the citizen’s ability to obtain, verify,
and interpret data independently of state, platform, and media intermediaries — is proposed as a
framework for studying freedom of speech, freedom of data, and the capacity for verification.
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Bin 3a00poHu 10 nepeHacHYeHHsI: 3AKPUTICTh JaHUX, M pPoBa Mponaranaa
i THIOJTOTiSA O0OMeskeHb HocTyny 10 iHdopmanii B Ykpaiui, 2022-2026

Sna Ilexepsk-Kymka, Biagucnas binosepos
JIbBiBCHKMI HamiOHANbHUIT yHIBepcHTeT iMeHi IBana ®panka, Ykpaina

Lini. Lludposi muatdopmu, MTYIHUH IHTEIEKT 1 ATOPUTMIYHI CHCTEMH JAejani Oinbire popMy-
10Th iH(pOpPMAILIiiiHy peanbHICTh, TOII K MoTpeda y BepudikoBaHii iHGopmaii 3poctae. Crarrs
MO€EIHY€ KOHIICNTYaJbHUII aHAJI3 1 eMITIpUYHy MepeBipKy. Y TEOpPEeTHUHIH YacTHHI MpoaHallizo-
BaHO (popmu HUPPOBOro KOHTPOIIIO iHpOpMaNii — NpsMy LEH3ypY, HU(POBY Iponarasy, iHpop-
MalliiiHe TIepeHacH4YeHHs Ta 3aKPHUTICTb MyOnivHuX naHuX 1 miatdopmunx API — i 3anponoHoBaHO
CHUIBHY pPaMKy JUlsl iX OMKCY Yepe3 YOTHPH CHUIBHI HapaMeTpH — cy0'eKT, popmalibHa MiACTaBa,
BUJIMMICTB, ypaskeHa JTaHKa. Un MaloTh Ii OpMU CIINBHY JIOTIiKY, TyT IIOTPAKTOBAHO 5K BiJKpHUTE
IIUTaHHSA, a HE K NPUITYIEHHS, 1 IIepeBipeHo Ha 3aI0KyMEHTOBaHOMY MaTepiani. EMmipudna Ja-
CTHHA BU3HAYa€E MapaMeTpH, 3a SIKHMHU PO3PI3HSIIOTHCS i 30iraloThCsl akTHBHI OOMEXXEHHSsI, 110 J10-
JTAIOTh KOHTEHT, 1 ACHBHI, IO HOr0 BHIIY4al0Th, Ta sIKi JJAHKK 1H()OPMALIIHOT CIIPOMOKHOCTI TPo-
MaJTHHHA ypakae KoxkHe 3 Hux. Memoo. CTpyKTypoBaHUI JOKyMEHTaIbHUN aHAII3 KOpITycy 3 29
3aI0KyMEHTOBAaHHX 107l oOMexeHHs B YkpaiHi Bixg 24 motoro 2022 poky no 5 BepecHs 2026
POKY 32 HOPMATHBHUMH aKTaMH, MOHITOPHHIOBHUMH 3BiTaAMH, MOBIIOMICHHSMH IuiaTdopm i
ImyOnikanisiMu crerianizoBaHux Mefia. OJUHHIS aHANI3y — OKpeMa HOAis 0OMEXEHHS, 3aK0J0-
BaHA 33 BICbMOMA ITapaMeTpaMK; OOU/IBa aBTOPHU 3aKO0/IyBaJIl KOPITYC HE3aJIeXHO, MiXKKOyBaJIbHA
y3romxeHicts kK = 0,71-1,00 (M = 0,93). Pesynromamu. BunaneHHs: KOHTEHTY K OCHOBHHI THII
HE TPAIUIAETHCS. 3 YOTHPHOX MapaMETPIB JIHIIIE J1Ba BapIIOIOTHCS HE3aIe)KHO: Cy0'eKT nepeabayae
(dopmanbHy mifcraBy y 24 Bumajakax i3 27 i BunuMicts y 18, ToX miacTaBa i BUIUMICTH IOBO-
IATBCS pajillie sIK BIACTHBOCTI Cy0'eKTa; IPUXOBaHi OOMEKEHHS € JIUIIE B isX 30BHIIIHIX aKTOPIB.
Binburicte 0OMexeHb ypakae /Bl JJAaHKH OJJHOYACHO — BUPOOHUITBO i Bepudikarito. XKoxaue nep-
JKaBHE OOME)KeHHs1 He OyJI0 CKacoBaHE MOBHICTIO. Buchoeku. AKTHBHI i macuBHI OOMEXEHHs
30iraroTees 32 (POPMOIO, aje PO3XOMATHCS 32 HACTIJIKAMH: PI3HULS HE B TEXHIIl, a B TOMY, XTO
00Mexye, K JIOBrO TPHBa€E OOMEXEHHS 1 UM iCHye npouexypa BinHoBineHHS. LIITydnuii iHTENeKT
MOCTa€e HEe OKPEMHM MEXaHi3MOM, a iH(ppacTpyKTypoto, 1110 MacuTadye Bike HasiBHI. Bepudikariiro
YPaXKCHO B HEpEeBakHiil OLIBIIOCTI BUIAAKIB KOPILYCY; >KypHAJICTHKA JaHHX, sIKa Ha Hill Tpu-
MaeThCsl, Bpa3IuBa 0 TUX CaMHX OOMEXeHb, SKMM mporupie. [HpopmaniiiHuil cyBepeHiteT —
3IaTHICTh TPOMASIHUHA OTPHUMYBATH, IEPEBIPSATH il IHTEPIIPETYBATH JaHi HE3aJIe)KHO BiJl JepKaB-
HUX, MIaTHOPMHHX 1 MEIIHHUX TOCEPEAHUKIB — 3aIIPOIMIOHOBAHO K PAMKY JUIsl IOCIIiPKEHHS CBO-
6o ci1oBa, CBOOOAN NAHUX i CIPOMOXKHOCTI 10 BepHikariii.

Knrouosi crosa: xypHaIiCTUKA NaHUX, BIAKPHUTI JaHi, Menia, nudposa mpomarasja, inpopma-
HiHHUN CyBepeHITeT, IITyYHUI 1HTENEeKT, iHpopMalliiiHe nepeHacu4yeHHs, Bepudikailis, [eH3ypa,
KOHTEHT-aHaJli3, BOEHHHUH CTaH, JOCTYI A0 myOuiyHoi iHpopmarii, Ykpaina

Freedom of information has traditionally been conceptualized through the lens of censorship
— as a visible, institutionally formalized act of prohibition. However, the digital environment has
produced fundamentally different forms of restricting access to knowledge, which operate not
through silencing but through excess, not through closure but through opacity. The contemporary
citizen finds themselves caught between two simultaneous threats: a stream of unverified content
that saturates the media space, and the systematic inaccessibility of public data on which they
could form an independent judgment.

Russia's full-scale invasion of Ukraine in 2022 exposed these vulnerabilities with particular
acuteness: information warfare and data closure turned out to be two sides of the same
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phenomenon. Research on the dissemination of official information under wartime conditions
demonstrates that existing regulatory frameworks contain significant gaps in ensuring timely and
reliable access for citizens to public data — and that these gaps directly undermine societal resili-
ence and trust in institutions (Oleksiyuk, 2025).

This article brings together two kinds of restriction that are usually analyzed apart — the active
production of content and the passive withdrawal of data — and asks whether they operate as com-
plementary mechanisms of a single system of control over knowledge.

Literature Review

Research on propaganda and disinformation in the digital environment has a long tradition.
Benkler et al., in their foundational work Network Propaganda (2018), show that disinformation
campaigns operate not as isolated operations but as systemic phenomena embedded in the media
ecosystem. Subsequent research in the context of the Russian-Ukrainian war treats digital commu-
nication not only as a channel through which the war is reported but as an instrument within it
(Jungblut et al., 2023), and has shown that citizens across nineteen countries differ in whether they
read false information as error or as intent (Hameleers et al., 2024).

According to Ni et al. (2023), information overload can be used to alienate different media
users not only in democratic countries but also in authoritarian regimes with strong unified ideo-
logies. Nor is this strategy limited to creating news avoidance. Jasser (2023) identified and mod-
eled a situation in which an information-saturated social media field was used for a disinformation
campaign. Bermes (2021) reached a similar conclusion while studying the media field during the
COVID-19 pandemic and found that information overload makes users more susceptible to con-
suming and spreading disinformation. Furthermore, Szegéfi et al. (2026) found that an environ-
ment with disinformation overflow can even alter the opinions of users who previously had strong
positive beliefs on the topic.

In parallel, the field of data journalism and open data research developed. Camaj et al. (2025)
and Martin et al. (2024) established that unequal access to public information infrastructure di-
rectly determines the quality of data journalism: in countries with limited transparency, journalists
are systematically forced to circumvent institutional obstacles instead of obtaining data through
normal public access. Researchers from Greece and Denmark (Papageorgiou et al., 2023), in a
conference paper presenting a domain mapping review of publications on open data journalism for
2010-2022, concluded that the availability of public data is not an additional advantage but a
structural precondition for accountable journalistic coverage of government activity.

At the same time, research on information overload shows that an excess of information is not
merely a side effect of the digital environment but also a controllable instrument. Where infor-
mation is abundant and attention is not, what spreads is selected for consistency with existing
belief rather than for accuracy, so that an excess of available information can leave a reader with
a more polarized picture than a scarcity of it would (Hills, 2019). This closes a loop in which both
censorship and excess serve the same purpose — to make verification impossible.

The closure of platform APIs has become a new form of structural restriction: X (Twitter)
announced the end of free API access in February 2023 and introduced a new pricing structure in
March, leaving no academic tier, and Meta closed CrowdTangle in August 2024, having an-
nounced the closure five months earlier — thereby depriving independent researchers and journal-
ists of data access that had existed for years (Casas et al., 2025). This means that even where
openness existed, it remained a privilege rather than a right.

Griibl et al. (2026) review modern internet censorship infrastructure and propose a framework
for further study. However, they pay little attention to information overload, probably because this
instrument of digital disinformation is difficult to frame and measure.
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This is symptomatic of a wider pattern we observe across the literature: research on digital
propaganda and research on open data have developed largely apart, each treating the restrictions
it studies as different in kind from those studied by the other, and the question of whether they
share a common logic has not been tested against documented material.

Active and Passive Restriction of Access to Information

Today it may seem that any information on the internet is available to anyone with the tech-
nical means to connect to the network. This illusion was born in the era of the early internet, when
both scholars and the general public believed it would become an instrument of global integration
and the pinnacle of freedom of information. In part, the internet did develop this way, as points of
entry (computers and mobile phones) became accessible to an ever-growing number of users.
However, the question of controlling information flows was too important for many states simply
to turn a blind eye to it.

Direct censorship has long been used: information disliked, for any reason, by the principal
administrator of the information space is simply removed. When such an administrator disap-
peared with the transition to the internet, the search for new methods of control began. But con-
ventional censorship kept pace as well. States began blocking access either to the entire global
network (for example, China or North Korea), creating their own analogues, or only to individual
sites that published information undesirable to them.

Social networks developed as an information space within an information space, creating
large-scale echo chambers inside the global network. One of the main unifying factors of any social
network is a set of rules and the user's compliance with them: the uncontrolled information flow,
which in the era of the early internet was restricted only in the case of criminal content, came to
be governed not merely by a country's legislation but by the policy of the owner company. Industry
giants such as Meta and ByteDance apply their own policy on desirable and undesirable content
alongside legal compliance, including rudimentary non-contextual algorithmic censorship that re-
moves or blocks messages containing certain keywords or images without human intervention.
The rules themselves are published; how they are enforced is not — ranking, recommendation, and
demotion thresholds remain undisclosed, so a user can rarely establish whether a given piece of
content was restricted at all. What emerges is not a transfer of control to corporations but a division
of it: states set the outer legal limits, while corporations decide what circulates within them, ac-
countable to users and to host countries only to a limited degree.

Ordinary censorship is fairly easy to recognize: information about removal is available and is
often displayed as notices about banned profiles, deleted posts, or court decisions. The digital era,
and especially the development of artificial intelligence, has strengthened the capacity to control
information flows through instruments that are not recognizable in this way — contextual censor-
ship and information noise.

Contextual censorship has become an important factor specifically in the realm of social net-
works, since information about the user is easier to collect there. It works like any contextual
mechanism: it assesses the user's previous activity and the tendencies of the surrounding infor-
mation environment and, on this basis, determines what to show and what not to. Feeds in most
social networks work this way — Facebook and Instagram, TikTok, X, YouTube recommendations,
and Google search alike. The user is thereby driven, without their knowledge, into an echo cham-
ber that makes access to other information difficult, fragmenting the information space and inten-
sifying radicalization in closed communities. The threat lies in the opacity of selection: companies
do not disclose how users are assessed or which data are taken into account, and control over
information flows remains with profit-focused corporations.

The term "information pollution" dates to the 1970s (Ettinger, 1971), but the condition it
names became consequential later, as the volume of information available online grew through the
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2000s — large enough for propaganda and bad-faith actors to turn excess itself into an instrument,
information noise. One of the most striking examples of its use is Russian propaganda when it
needs to conceal its crimes. The downing of the Malaysia Airlines Flight MH17 in 2014, the de-
struction of the Mariupol Drama Theatre and the maternity hospital, the shelling of Kramatorsk
railway station, the destruction of the Kakhovka Hydroelectric Power Plant — these are only some
of the most indicative cases in which, within a matter of hours, several incompatible versions of
the same tragedy were circulated at once, blurring the information reality and reducing the ordinary
user's willingness to seek objective information. Accordingly, the genuine and objective message
is lost amid this stream. In the coded corpus, this practice appears as information noise (3 events;
see Table 1).

If censorship and propaganda operate through active production and suppression, the closure
of public data is a passive but no less effective mechanism of restriction. Where there is no access
to registries, official statistics, or machine-readable formats of state reporting, the citizen and the
journalist are deprived of the tools of independent verification — even if formally no one prohibits
anything.

The study by Camaj et al. (2025) demonstrates that unequal public policies regarding govern-
mental transparency directly determine the quality and possibilities of data journalism: in countries
with limited transparency infrastructure, journalists are systematically deprived of the tools for
accountable coverage of those in power. The closure of registries, the absence of machine-readable
formats, or formal openness without real accessibility — this is not a technical problem but a polit-
ical choice.

Data journalists develop strategies for circumventing these restrictions. However, research
shows that they are systematically forced to “scrape, request, collect, repeat” — that is, to overcome
institutional obstacles instead of obtaining data through normal public access (Martin et al., 2024).
This shifts the systemic responsibility of the state onto individual journalists and newsrooms, mak-
ing accountable journalism dependent on the resources of specific newsrooms.

Importantly, active restriction through the production of content and passive restriction
through the withdrawal of data may converge on the same ultimate effect: the citizen cannot verify
reality. If so, they differ in how this effect is produced, not in what it produces: one fills the space
with the false, the other removes the tools for verifying the true. Whether this holds is an empirical
question. Answering it requires describing both forms in the same terms. We propose four param-
eters that apply to active and passive restriction alike: the actor who restricts, the formal basis
invoked, the visibility of the restriction to the user, and the link of informational capacity it affects.
These parameters form the framework of this study and are operationalized in the coding scheme
set out below, together with further parameters describing the type, character, and duration of the
restriction.

The article has two aims. The first is conceptual: to propose a common framework for describ-
ing active and passive restrictions on access to information through a shared set of parameters. The
second is empirical: to determine the parameters along which they differ and converge, and which
links of the citizen's informational capacity each of them affects.

Method
Design

This is an empirical study based on structured documentary analysis. The unit of analysis is a
single restriction event: a documented decision or action after which access to specific data or
content became unavailable, incomplete, or conditional. Events are coded according to a fixed
scheme. The notion of informational sovereignty is retained not as a method but as the interpretive
framework within which results are read.
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Definitions

Two terms used throughout require explicit definition. Mechanism is understood here as a
recurring configuration of coded parameters — actor, formal basis, visibility, and affected link —
that appears repeatedly across the corpus. Whether a given practice constitutes a mechanism in
this sense is therefore an empirical question answered in the Results, not a claim asserted in ad-
vance. Informational sovereignty denotes the capacity of the citizen, not of the state. This distinc-
tion is stated explicitly because in Ukrainian legal usage the term is conventionally applied to the
state. Here it means the citizen’s ability to obtain, verify, and interpret data independently of state,
platform, and media intermediaries. Each of these forms of mediation is increasingly enacted
through algorithmic and Al-based systems.

Material

The corpus comprises 29 documented restriction events in Ukraine between 24 February 2022
and 5 September 2026 (the corpus closing date, on which all acts were verified); the most recent
event included dates to January 2026. Sources are of four types: normative acts and administrative
decisions; monitoring reports by professional organizations; official platform announcements; and
publications by specialized media documenting cases of denied access. Inclusion criteria: the event
is dated within the period; attested by at least one primary or authoritative secondary source; con-
cerns data or content relevant to journalistic verification; and the onset of the restriction can be
established. Two events were subsequently excluded as falling outside the object of study, leaving
27 coded events. The full list of coded cases is given in Appendix B (Tables B1 and B2).

The corpus covers practices of restricting access, so events that expand access do not enter it.
Such events did occur: Cabinet of Ministers Resolution No. 236 of May 2023 narrowed the
grounds for suspending or limiting the operation of information systems and public electronic reg-
istries to front-line and temporarily occupied territories, removing the legal basis on which rear
cities had kept their portals closed. The direction of movement over the period was not uniformly
toward closure. Public access to asset declarations returned in December 2023 after a legislative
change, the company register was reopened in January 2026 with some fields removed, and the
number of datasets listed on the national portal recovered from its 2023 low to within a tenth of
the pre-invasion figure. This is noted so that the asymmetry of the corpus is not read as bias in
sampling.

Coding scheme

Each event was coded on eight principal parameters: type of restriction, character of re-
striction, actor, formal basis, visibility to the user, reversibility, affected link of informational ca-
pacity (three independent binary variables), and duration. The character variable distinguishes di-
rect restriction (the act prescribes terminating or removing access) from indirect restriction (the
act alters a procedure, as a result of which data cease to be produced or lose completeness, with
no prescription regarding access), alongside mixed cases and cases where the variable does not
apply. Two further variables replace evaluative judgment with fact: whether a security justification
was publicly declared, and whether named professional organizations contested the restriction.
The security-justification variable records whether the act names what is being protected. A refer-
ence to martial law as a circumstance is not counted, since it appears in the preamble of most acts
of the period and therefore does not differentiate cases; a named object of protection is counted,
as when the National Agency on Corruption Prevention cited the personal data of declarants, the
State Judicial Administration of Ukraine cited the life and health of judges, and the Ministry of
Justice cited the protection of information. Proportionality is not assessed.
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Dating rule

The event is the restriction, not its disclosure. The date of public disclosure is coded separately.
The interval between onset and disclosure is a measurable quantity and serves as the empirical
basis for the visibility variable.

Comparative cases

Three non-Ukrainian cases (Russia, the United States, India) were coded with the same instru-
ment but are reported separately and excluded from the quantitative distributions. Each tests a
specific alternative explanation of the findings.

Procedure and coding reliability

Coding proceeded in three stages: pilot coding on a subset of the corpus; refinement of the
codebook in response to boundary cases identified during the pilot; and independent double coding
of the full corpus by both authors working separately. Intercoder agreement was assessed using
Cohen's « for each categorical variable, computed in Python (scikit-learn) with the assistance of
an Al tool from the two independently coded files. Agreement ranged from substantial to almost
perfect (k =.71-1.00, M = .93); six variables reached complete agreement. Of the nine disagree-
ments recorded, two proved to be data-entry errors; the remainder were resolved through discus-
sion, one of them prompting an explicit boundary rule in the codebook. The full coding workbook,
containing the codebook, case list, coded data, and reliability log, is openly available (Shekeriak-
Kushka & Bilozerov, 2026).

Limitations of the method

The corpus is not exhaustive: only documented cases are coded, so covert restrictions are not
represented. Events that expanded access were not coded, so the corpus supports no statement
about the balance between restriction and restoration over the period. Several spheres were
checked without result, and the municipal level was not coded, since restrictions there consist of
hundreds of separate decisions with no common act or date. Ukrainian events are documented
predominantly in media rather than normative sources, so formal bases are less often available for
state actions than for platform actions. State actions are confined to a single jurisdiction whereas
platform actions are transnational, which complicates direct comparison. For two procurement-
related events, amendments introduced by Cabinet of Ministers Resolution No. 957 of 15 July
2026 took effect on 1 September 2026, four days before the corpus closed, and their full bearing
on the coded provisions could not be assessed.

Four features of the scheme itself set further limits

The formal-basis variable records whether an actor named a basis, not whether that basis was
sufficient; no variable assesses the relevance of the cited provision, as this is a legal interpretation
the authors do not undertake. The affected-link variables record the coders' assessment of which
link a restriction reaches, not a measured magnitude of effect. Verification in particular is affected
in almost every event, but this is in part built into the sampling: relevance to journalistic verifica-
tion is an inclusion criterion, so the corpus shows how restrictions that bear on verification are
otherwise configured, not how often restrictions in general bear on it. Depth of consequence is
therefore approached indirectly, through duration and reversibility, which are recorded as facts
about the act rather than as judgments about its effects. Second-order effects are not coded: the
increased cost of gathering material in a saturated information space is not counted as an effect on
production, which chiefly concerns external-actor campaigns, where the production variable takes
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the value "no" despite a real effect on newsroom work. For the Russian comparative case no Rus-
sian sources were used, and contestation is coded as "no data" irrespective of any actual reaction
within that jurisdiction, since public contestation of state decisions there carries legal conse-
quences; comparison on this variable across jurisdictions with different legal regimes is therefore
limited. Finally, twenty-seven coded events support descriptive analysis: the distributions and
cross-tabulations illustrate configurations of features rather than demonstrating statistical depend-
encies. The event-based model of restriction on which this study is built captures decisions about
access but does not capture restrictions that arise without an event and without an actor — a limit
addressed in the Discussion.

Results

Twenty-seven events were coded. The number of observations varies across variables: events
with the status “attempted, not enacted” are coded on a reduced set of variables, so N = 26 for type
of restriction, reversibility, duration, and security justification, and N = 27 for the remaining vari-
ables. Distributions by actor, formal basis, and visibility, together with further distributions and
cross-tabulations, are given in Appendix A.

Types of Restriction and Actors
Table 1. Distribution by Type of Restriction (N = 26)

Type of restriction n %
registry closure 7 26.9
narrowing of data scope 7 26.9
access blocking 4 15.4
API termination 3 11.5
information noise (flooding) 3 11.5
algorithmic downranking 1 3.8
deferral of publication 1 3.8
content removal 0 0.0

Two types dominate in equal proportions: registry closure and narrowing of data scope to-
gether account for more than half the corpus. The zero value deserves separate attention: content
removal — the mechanism conventionally identified with censorship — does not occur as a primary
type in the corpus (it appears once as a secondary type; see Appendix A). Restriction of access to
information in Ukraine during the period studied operated not through withdrawing what had been
published, but through terminating or narrowing publication itself.

The typology also has a visible limit. All three external-actor campaigns (R023, R024, R025)
receive the same code, information noise, although they operate through three distinct mecha-
nisms: substitution of a trusted source by cloning specific outlets; mass retransmission through
hundreds of aggregators; and impersonation of individuals and institutions combined with over-
loading fact-checkers. A typology built on actions taken with respect to access does not differen-
tiate these campaigns, because they do not restrict access at all — they substitute or saturate content.
This is evidence that active and passive restrictions differ in kind, and to that extent the data work
against the initial expectation of convergence between them.

The state is the most frequent actor of restriction (16 events; 59.3%), followed by platforms
(7; 25.9%) and external actors (4; 14.8%). Restrictions rest on statutory grounds in 13 cases
(48.1%), on platform policy in 7 (25.9%), and on no stated formal basis in 7 (25.9%). Visibility is
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evenly split between explicit and discoverable (12 each; 44.4%), with 3 concealed cases (11.1%);
the full distribution is given in Appendix A, Table Al.

Actor and Visibility of Restriction
Table 2. Actor X Visibility (N =27)

Actor explicit discoverable concealed Total
state 6 10 0 16
platform 5 2 0

external actor 1 0 3

As shown in Table 2, visibility is strongly structured by the actor, though not determined by
it. Concealed visibility occurs exclusively in the actions of external actors, in three of their four
cases, and in no state or platform case. Within the state and platform categories, however, both
explicit and discoverable restrictions occur, so knowing the actor narrows the expected visibility
without fixing it.

Table 3. Actor x Formal Basis (N = 27)

Actor law platform policy no basis stated Total
state 13 0 3 16
platform 0 7 0

external actor 0 0 4 4

The distribution by formal basis is more unequivocal still (Table 3): every platform restriction
rests on platform policy, every external-actor restriction states no basis, and state restrictions over-
whelmingly rest on statutory grounds. No overlap between basis categories across actor types was
recorded.

Taken together, Tables 2 and 3 qualify the proposed framework rather than confirm it. The
four parameters do not vary independently. Knowing the actor predicts the formal basis in 24 of
the 27 events and the visibility of the restriction in 18. Basis is the more strongly determined of
the two: the only state restrictions that name no basis are the three enacted on 24 February 2022,
the first day of the invasion, and every state act after that date cites a statutory ground. Of the four
parameters, then, two carry information of their own — the actor and the affected link — while basis
and visibility behave largely as properties of the actor rather than as dimensions along which actors
can be compared. This is a finding about how restriction is organized, and not one the framework
anticipated: each type of actor restricts in its own way and declares it in its own way, and the two
cannot be varied separately.

The basis variable records whether an actor named a basis, not whether the provision cited
actually governs access. In several state cases the two diverge: the act names a statutory ground,
but the provision invoked contains no prescription regarding access to the data in question. This
study does not undertake that legal assessment; the qualification is drawn from the monitoring
work of professional organizations, which recorded the absence of a three-part test in the acts
concerned.

One of the three state restrictions with no stated basis shows what "no basis stated" can con-
ceal. The national open data portal was shut down in February 2022 and restored in August; on the
day of restoration the Ministry of Digital Transformation announced a public consultation on leg-
islative amendments intended to establish rules of access to open data under martial law. The
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regulatory basis was thus being drafted after the restriction had been in force for more than five
months. This is not a case of an unstated basis but of a basis that did not exist at the time of the
restriction. The scale of the withdrawal at this portal can be read from archived copies of its cata-
log: 40,989 datasets were listed on 23 February 2022, the day before the invasion, and 28,764 on
14 March 2023 (Ministry of Digital Transformation of Ukraine, 2022, 2023). The count then re-
covered over the following three years, to 39,800 on 11 February 2026, and stood at 36,930 in
October 2026 (Ministry of Digital Transformation of Ukraine, 2026a, 2026b). Recovery of the
count is not recovery of the data, however: as the reversibility coding below shows, datasets re-
turned with fields removed or with a category replaced, so the figure says how many entries the
catalog holds and not what they contain. These counts describe one portal, are not part of the coded
corpus, and are given to indicate the order of magnitude involved.

The interval between the onset of a restriction and its disclosure was calculated for the 21
events dated to the day (Table 4).

Table 4. Disclosure Regime (N =21)

Regime n % Actors

announced in advance 6 28.6 state 3, platform 3

simultaneous (0 days) 12 57.1 state 8, platform 3, external actor 1
discovered after the 3 14.3 state 3

fact

The median lead time in the advance-announcement regime is 48 days. Intervals in the after-
the-fact regime are 6, 72, and 158 days. Notably, all three cases in which a restriction became
known only after it had taken effect are state administrative decisions; no such case was recorded
for platforms or external actors.

Affected Links of Informational Capacity

Restrictions affect the three links in four combinations: production and verification together
(20 events; 74.1%), perception alone (3; 11.1%), perception with verification (2; 7.4%), and all
three (2; 7.4%); see Appendix A, Table A4. Taken separately, production is affected in 22 events
(81.5%), verification in 24 (88.9%), and perception in 7 (25.9%). The overwhelming majority of
restrictions (81.5%) affect exactly two links, and almost always the same pair — production and
verification.

This finding refines the initial assumption that censorship restricts production, overload re-
stricts perception, and data closure restricts verification. The data show that these links are not
distributed across mechanisms: a single event typically affects production and verification simul-
taneously. Perception, by contrast, is affected separately and barely overlaps with the rest — in two
of the four combinations it appears without production being affected.

Reversibility of Restrictions

More than half of all restrictions (15 of 26; 57.7%) had not been lifted as of the corpus closing
date. The principal pattern: no state restriction was fully lifted — access was either partially restored
(7 cases) or not restored at all (8). All three cases of full restoration involve platforms and an
external actor; see Appendix A, Table AS. Restoration of access is not equivalent to restoration of
data: in several cases access returned while the dataset did not, either with fields removed or with
a category replaced, so analysis by the previous methodology is no longer possible.
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Two events allow a closer comparison, since they share a type but differ in actor. In R002 a
state registry was closed by the state's own decision; in R026 the same kind of access was lost to
an external cyberattack. Both are coded as registry closure, both affect production and verification,
and both concern comparable data. The outcomes diverge sharply. The state closure lasted more
than three years, restoration was partial, the act named no basis, and a justification followed four
months later. The cyberattack lasted 32 days, restoration was complete, and disclosure came the
same day. The mechanisms are comparable in form; the consequences for a citizen's capacity to
verify are not. What differs is not the technique of restriction but who restricts and whether a
procedure for restoration exists. This refines rather than refutes the initial expectation that active
and passive restrictions converge: they converge in form and diverge in depth of effect.

The hypothesis that contestation by professional organizations promotes the restoration of ac-
cess finds little support in this material: of the 17 contested restrictions for which reversibility is
coded, 10 were not lifted, 6 were lifted partially, and 1 was lifted in full. Contestation does not
distinguish restored from unrestored cases here, although the one case of full restoration is also a
contested one, and with numbers this small the absence of a pattern is not evidence that contesta-
tion is without effect.

That one case runs the other way and is worth stating, since it is also the only instance of
algorithmic downranking in the corpus. In February 2024 Meta made reduced recommendation of
political content the default on Instagram and Threads, rolling it out the following month. Ac-
countable Tech tracked five accounts with more than 10,000 followers each that regularly posted
political content over the eleven weeks from 8 March to 24 May 2024 and recorded an average
weekly decline of 6.5% in reach per post, which the report projects as a fall of 65% across the
period — one of the few restrictions in the corpus with any measured effect, and a projection from
a trend line rather than a before-and-after comparison (Accountable Tech, 2024a). An open letter
published on 10 April 2024 was signed by more than 200 creators with a combined following of
more than 18 million, asking that the setting be opt-in rather than default (Accountable Tech,
2024b). The restriction was reversed in January 2025. In announcing the reversal, the head of
Instagram stated that it had "proven impractical to draw a red line around what is and is not political
content”" (Mosseri, as cited in Washenko, 2025) — a statement from the restricting party itself about
the opacity of its own criteria.

Restrictions were ongoing at the corpus closing date in 16 cases (61.5%) and had lasted more
than a year in a further 6 (23.1%). Security justifications are declared exclusively by state actors:
all 11 cases of declared justification (including three declared post hoc) are state actions, whereas
no platform restriction and no external-actor restriction carries a justification. Indirect restrictions
constitute a negligible share (1 case; 3.7%), so the principal indicators were not calculated sepa-
rately for direct and indirect cases. Full distributions by character, duration, security justification,
and contestation, as well as the cross-tabulation of restriction type by reversibility, are given in
Appendix A, Tables A2 and A3. The single indirect case is independently described in the Euro-
pean Commission's 2024 report on Ukraine, which notes that data collection by the State Statistics
Service is very limited because respondents are not obliged to provide data under martial law (Eu-
ropean Commission, 2024, p. 11).

Comparative Cases

Three non-Ukrainian cases were coded with the same instrument and placed outside the quan-
titative counts. Each tests a distinct alternative explanation of the findings. The suspension of for-
eign-trade statistics in Russia (2022) tests whether data closure is specific to Ukraine’s situation.
The removal of federal datasets and web pages in the United States (2025) tests whether armed
conflict is a necessary condition for such restrictions. The mobile internet shutdown in Punjab,
India (2023) tests whether this set of practices is confined to a particular type of political regime.
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None of the alternative explanations was supported: all three cases reproduce mechanisms rec-
orded in the main corpus, including outside a wartime context and outside a single jurisdiction. In
the United States case a federal court subsequently found that the data had been withdrawn without
adequate notice or reasoned explanation — an external confirmation that the visibility variable cap-
tures an observable property of the act rather than a judgment of the coders (Doctors for America
v. Office of Personnel Management, 2025).

Discussion
Al as Infrastructure for Scaling Restriction

Estimates of how much of the web is now machine-written should be read with care. A study
of 43,000 randomly sampled English-language articles published between 2020 and 2025 found
that the share classified as Al-generated passed the share classified as human-written in late 2024
and then leveled off; the classification rests on a single detector, with a measured false-positive
rate of 4.2% and a false-negative rate of 0.6% on texts known to be machine-generated, and a later
version of the same study, averaging three detectors, puts the share about three percentage points
lower (Graphite, 2025). The share itself is not the threat — users took up a new tool available to
them. What matters for access to information is a narrower case: content produced in volume not
to be read but to occupy the space where reading happens. The Pravda network (R024) in this
corpus is exactly that — roughly 3.6 million articles in 2024 across 150 domains in dozens of lan-
guages (American Sunlight Project, 2025) — and its measurable effect falls on machines rather than
on readers: an audit of ten chatbots found that 33% of their responses on the network's themes
reproduced its claims (Sadeghi & Blachez, 2025).

Scale is the core instrument of disinformation: no campaign succeeds without a large volume
of messages focused on different target-audience groups. Until recently, this meant either people
who, for a low price, created and disseminated the messages the client wanted, or algorithms that
responded to keywords and disseminated uniform messages. The ceiling of both was the same —
an inability to adapt and the enormous resources required for contextualization.

Then large language models emerged, able to conduct near-human conversations online and
to perceive everything said through the lens of a large context. This made it possible to cut the cost
of running bots: instead of hiring hundreds of people, only a few are now needed to handle the
narrative and technical support of a campaign across several thousand accounts. It also became
possible to automatically generate articles of varying length in order to spread the narratives de-
sired by bad-faith actors and to reinforce their theses with pseudo-substantiated analytics. Thanks
to its ability to process large arrays of data, Al can also analyze a campaign’s course while it runs,
assess its effectiveness, find patterns, and make corrections to improve dissemination. All this
content is unique enough that the ordinary user cannot, at a quick glance, identify the campaign
that produced it.

In addition, deepfake technology, based on neural networks, is a serious threat to the infor-
mation field (Sanderson et al., 2024). But the threat is not so obvious. Deepfake videos of public
figures are fairly easy to recognize due to the imperfection of the algorithms. Audio deepfakes are
harder to recognize due to the absence of visual generation artifacts, but the insufficient amount
of training material produces odd stress patterns and uncharacteristic constructions. And there re-
mains one more not-so-obvious threat, namely the so-called "liar's dividend" (Chesney & Citron,
2018): a bad-faith actor can simply claim that a video or audio in which they do or say something
damaging to them is a deepfake. In this way, trust in visual and audio materials is destroyed even
when they are genuine.

The threat to the data field is of a different nature: generative models are capable of producing
statistically plausible but fabricated datasets, as well as manipulative visualizations that preserve
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the outward appearance of objectivity. This is a new type of manipulation — not through lies but
through the imitation of evidentiary force.

In addition, Al intensifies the problem of information overload, which is itself a mechanism
of restricting verification. Research shows that under conditions of abundance the information that
spreads is selected for consistency with prior belief rather than for accuracy (Hills, 2019). When
there is too much data and it contradicts itself, the reader loses the ability to verify, regardless of
whether they are an ordinary citizen or a professionally competent journalist. What generative
models change is the supply side of this process: the selection pressure operates on whatever vol-
ume of content is available, and that volume is no longer bounded by the cost of writing it.

According to Zheng and Zhan (2026), data access restrictions affect not only human users but
also Al systems. Hiding high-quality research and academic papers behind paywalls pushes Al to
consume only free-access material, creating a closed loop of self-generated synthetic data circu-
lating in Al systems. The two types of restrictions intersect at this juncture: peer-reviewed work is
excluded from free access, while networks built in order to be ingested are still available. R024 is
intentionally designed to be disseminated, without a paywall or registration process, and it spans
150 domains of machine-readable text. Consequently, closure and saturation operate on the same
training corpus in opposing directions.

Data Journalism as a Tool of Counteraction and New Vulnerabilities

In the normative theory of the press, journalism is viewed as an institution of control over
power (the “fourth estate”). The use of data allows journalists to back up their publications with
verified evidence (Papageorgiou et al., 2023). Where registries are open and accessible, journalists
can verify — and thereby counter both propaganda and disinformation. This is the systemic re-
sponse of data journalism to both forms of restriction.

However, under conditions of armed conflict, data journalism itself becomes a target. Since
the beginning of the full-scale invasion, cyberattacks against media, unlawful surveillance of in-
vestigative journalists, and restrictions on access to information have been recorded in Ukraine
(Freedom House, 2024). The closure of registries for security purposes is an understandable mech-
anism for protecting military and state secrets. In parallel, however, the electronic asset declara-
tions of politicians were also closed and were reopened only after media and public pressure.

Another vulnerability is the audience’s distrust of complex content. Even where data journal-
ism functions and data are available, the audience may not accept evidence-based content — espe-
cially under conditions of prolonged information overload, which forms a habit of consuming short
and straightforward messages. The coded corpus does not support a neat division of labor between
these forms. Restrictions do not each target a separate link: in 20 of 27 events (74.1%) a single
restriction affected production and verification simultaneously, while perception was affected
largely separately (7 events; 25.9%). What the corpus shows is not three parallel processes with
distinct targets, but a recurring pair — production and verification — reached by different means.
Platform dynamics compound this: the verification function of data journalism remains systemi-
cally dependent on the decisions of corporations accountable neither to readers nor to society.

The world's leading newsrooms — The Guardian, The New York Times, Reuters — have long
opened their own schools of data journalism and verification. In Ukraine, data journalism is taught
at a number of universities, at both bachelor's and master’s levels — among them Taras Shevchenko
National University of Kyiv, Odesa Polytechnic National University, and the National University
of Kyiv-Mohyla Academy — and through initiatives such as KSE Media Lab and Texty.org.ua; the
examples named here are illustrative rather than exhaustive. Integration nonetheless remains par-
tial: most courses exist as separate disciplines rather than as a cross-cutting competency.

The response to systemic vulnerabilities lies not only in technical or regulatory solutions but
also in educational ones. Media literacy and data literacy — that is, the ability to critically read,
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evaluate, and verify data — are becoming basic competencies of the citizen of the digital age. This
is especially relevant in the context of training future journalists and communication professionals:
an understanding of the mechanisms of data manipulation, the principles of how algorithms work,
and the logic of open registries must be integrated into educational programs rather than remaining
an optional skill for the “technically savvy.”

Techniques of misleading visualization long predate AI. What generative models change is
the cost of producing them. Pseudo-scientific analytics, backed by convincing infographics and
fictitious references, becomes practically impossible to distinguish from genuine work under con-
ditions of information overload.

An important instrument of counteraction is also the development of a culture of verification
at the level of media consumption. Research shows that even brief "inoculation" interventions — in
the cited study, a game in which players practice the techniques by which misleading content is
made, among them impersonating a trusted source and discrediting an opponent — measurably
increase resistance to disinformation (Roozenbeek & van der Linden, 2019). The techniques spe-
cific to data — a truncated axis, an unstated denominator, a chart whose source is not given — would
be the natural extension of this approach, bringing data literacy within the same inoculation logic.
This means that data literacy can be not only a university discipline but also a practice of public
communication: infographics with an explanation of methodology, open datasets accompanying
materials, "why we use precisely this data" — all of this forms an audience capable of evaluating
evidentiary force rather than merely consuming conclusions.

The concept of "freedom of speech" proves insufficient to describe this condition: one can
have the formal right to speak — and not have access to the data on the basis of which this speaking
could be reliable. This is precisely why we propose the concept of informational sovereignty — as
the citizen's ability not merely to receive information but to verify it independently of the state,
platforms, and media intermediaries. This concept unites freedom of speech and freedom of data
into a single problem — and demands a single response at the level of regulation, journalistic prac-
tice, and media education.

One element of the concept is already measurable. The interval between the onset of a re-
striction and its public disclosure, recorded in days, provides an empirical basis for visibility: in
this corpus it ranges from 153 days of advance notice to 158 days of delayed discovery, and its
sign distinguishes platform and legislative action from state administrative decisions. Fuller oper-
ationalization of informational sovereignty remains a task for further research.

Overcoming these vulnerabilities is a shared task of at least three actors. Regulators must en-
sure legally guaranteed and technically implemented access to public data, regardless of which
platform or registry is concerned. The corpus indicates where this is hardest: the state is the actor
of most restrictions in the sample, and statutory grounds are its usual instrument, so the guarantee
has to be built against the same mechanism that most often removes access. Journalists and news-
rooms must develop a culture of verification and make their methodology transparent to the audi-
ence — while recognizing that in this corpus contestation alone did not distinguish restored from
unrestored cases, which places the burden on documentation rather than on protest. Universities
and educational institutions must integrate data literacy into the training not only of future jour-
nalists but of a broad range of professionals who work with information and communication.

The framework proposed here has now been tested on documented material, and the test re-
turned a correction rather than a confirmation: of the four parameters, formal basis and visibility
proved to be largely properties of the actor, so in its tested form the framework rests on two — the
actor and the affected link. Several directions remain open. The corpus covers a single jurisdiction,
so cross-country comparative coding would show whether the patterns observed here are specific
to Ukraine. Expert interviews and audience surveys would address what documentary coding can-
not reach — how restrictions are experienced by those who encounter them.
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Prospects for further research are also seen in the thematic dimension: it appears productive
to study in greater depth the individual components of the framework — the role of algorithmic and
recommendation systems in shaping information overload, as well as the legal and ethical dimen-
sions of access to public data under martial law. An interdisciplinary view is promising, drawing
on the approaches of media psychology and perception studies. Beyond the single indicator estab-
lished here, the concept of informational sovereignty remains open to fuller operationalization —
its transformation into a system of measurable indicators suitable for applied research on the resil-
ience of the information environment. Research access to platform data also deserves study. The
corpus shows that a transparency requirement can simultaneously widen access within a
jurisdiction and entrench its absence outside it: TikTok opened its Research API to researchers in
the United States, the European Economic Area, the United Kingdom, and Switzerland, while
researchers in Ukraine remained outside these lists (R021).

Conclusions

The restrictions examined in this article — active ones, which add content, and passive ones,
which withdraw it — converge in form but diverge in consequence. The first operates through the
production of false narratives and the suppression of alternative voices; the second through the
deprivation of the tools of independent verification. Both reach the same link of the citizen's in-
formational capacity: in the great majority of coded events the capacity to verify is affected. They
part company in what follows — how long the restriction lasts, whether a procedure for lifting it
exists, and who holds that procedure. What differs is not the technique of restriction but the actor
and the route back. The framework proposed for describing both forms did not survive the test
intact: of its four parameters, only the actor and the affected link proved to vary independently,
while the formal basis and the visibility of a restriction turned out to be largely properties of the
actor. Artificial intelligence scales both simultaneously: by automating the production of disinfor-
mation and pseudo-data, it transforms information overload from a side effect into a consciously
controlled instrument.

For data journalism, this means that it is not enough to be able to analyze data — one must have
the right to obtain it, the technical capacity to process it, and an audience capable of perceiving it.
All three conditions are systemically vulnerable — both in peacetime and especially under condi-
tions of armed conflict.

Informational sovereignty, as the citizen's ability to verify reality independently of the state,
platforms, and media intermediaries, is not a purely technical task. It is a cultural and political task.
And its resolution begins with the recognition that freedom of speech, without freedom of data and
without the capacity to understand it, is incomplete.
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Appendix A
Supplementary Distributions

Table Al. Distribution by Actor, Formal Basis, and Visibility (N =27)

Variable Value n %
Actor state 16 59.3
platform 7 259
external actor 4 14.8
Formal basis law 13 48.1
platform policy 7 259
no basis stated 7 259
Visibility explicit 12 44.4
discoverable 12 44 .4
concealed 3 11.1

Table A2. Distributions by Character, Duration, Security Justification, and Contestation

Variable Value n %

Character (N =27) direct 20 74.1
not applicable 4 14.8
mixed 2 7.4
indirect 1 3.7

Duration (N = 26) ongoing 16 61.5
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Variable Value n %
over 1 year 6 23.1
1-12 months 3 11.5
under 1 month 1 3.8
Security justification (N = 26) not declared 15 57.7
declared 8 30.8
declared post hoc 3 11.5
Contestation (N = 27) contested 18 66.7
no data 8 29.6
not contested 1 3.7
Table A3. Type of Restriction X Reversibility (N = 26)
Type of restriction restored partially not restored
registry closure 1 5 1
narrowing of data scope 0 2 5
access blocking 1 0 3
API termination 0 1 2
information noise (flooding) 0 0 3
algorithmic downranking 1 0 0
deferral of publication 0 0 1

A secondary type of restriction was recorded in 9 events: narrowing of data scope (5), access
blocking (2), content removal (1), and deferral of publication (1). Secondary types do not enter the

frequency distribution of principal types.

Table A4. Combinations of Affected Links (N =27)

Combination
production + verification
perception only
perception + verification

production + perception + verification

n %
20 74.1
11.1
7.4
7.4

Table AS. Actor X Reversibility (N =26)

Actor restored partially restored
state 0 7
platform 2 1
external actor 1 0

not restored Total

8 15
4 7
3 4
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Appendix B
List of Coded Cases

Table B1. Main Corpus: Restriction Events in Ukraine, February 2022 — January 2026

ID  Onset Actor Basis Event
RO01 24 Feb state no basis stated  Asset declarations register closed to public
2022 access
R0O02 24 Feb state no basis stated  Unified State Register of Court Decisions
2022 switched off
R004 13 Apr state law Ministry of Justice Order No. 1462/5 suspending
2022 open data publication
RO0OS 5 Mar state law Prozorro: wartime procurement reporting
2022 deferred (Resolution No. 201)
R006 24 Feb state no basis stated  National open data portal data.gov.ua switched
2022 off
R007 18 Nov state law Law No. 4576-IX restricting access to nine
2025 public registers
RO0O8 19 Jan - - Company register data restored with fields
2026 removed
RO09 4 Dec state law Draft Law No. 10242 criminalizing use of
2024 register data (not enacted)
RO10 Feb 2022  state law State Statistics Service suspended publication of
statistics
RO11 22 Jun state law Defense-sector data restricted on the public
2022 funds portal
RO12 Nov2025 state law Statistics on military offences restricted
RO14 3 Mar - - Commander-in-Chief Order No. 73 on
2022 interaction with media
RO15 19 Mar state law “Yedyni Novyny” telethon as the sole
2022 broadcasting format
RO16 9 Feb platform platform Twitter/X ends free API access
2023 policy
RO17 30 Jun platform platform X requires authentication and introduces rate
2023 policy limits
RO18 2 May platform platform Public access to the Pushshift archive (Reddit)
2023 policy withdrawn
RO19 14 Aug platform platform Meta closes CrowdTangle
2024 policy
R020 14 Aug platform platform Meta Content Library replaces CrowdTangle,
2024 policy access by application
R0O21 20 Jul platform platform TikTok Research API limited to a list of
2023 policy jurisdictions
R023 May 2022  external no basis stated  Doppelgédnger / RRN network of cloned media
actor outlets
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RO25

RO26

R027

R028

R029

RO30

RO31

R032

Onset
Feb 2022

1 Aug
2023

19 Dec
2024

Mar 2024

4 Apr
2022

15 Nov
2022

19 Oct
2022

24 Feb
2022

24 Feb
2022

Actor

external
actor

external
actor

external
actor
platform
state
state
state

state

state

Basis

no basis stated
no basis stated
no basis stated
platform
policy

law

law

law

law

law

Event
Portal Kombat / Pravda network

Matryoshka campaign impersonating media and
academics

Cyberattack on Ministry of Justice registers

Meta limits recommendation of political content
by default

TV channels disconnected from DVB-T2 under
sanctions

Defense procurement withdrawn from public
access (Resolution No. 1275)

Mechanism for terminating public access in
Prozorro (Resolution No. 1178)

Public cadastral map and land registry data
withdrawn

State Voter Register temporarily suspended

Note. R008 and R014 fall outside the object of study and are not coded; R009 is an attempted restriction that was
not enacted and is coded on a reduced set of variables. For each case the dataset (Shekeriak-Kushka & Bilozerov,
2026) provides the primary source with a URL, the date of public disclosure, the full coding on all variables, and

the coder’s note documenting how each value was assigned.

Table B2. Comparative Cases (Excluded from Quantitative Distributions)

ID
C001

C002

C003

Onset

21 Apr
2022

31 Jan
2025

18 Mar
2023

Jurisdiction

Russia

United States

India

Basis

law

executive
order

law

Event

Publication of foreign trade statistics
suspended

Federal datasets and web pages removed

Mobile internet shutdown in Punjab
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